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Most physicians, patients, policy analysts,
and journalists believe that the HIPAA
“privacy rule” protects medical confiden-

tiality. They are mostly incorrect. The Health Insur-
ance Portability and Accountability Act creates med-
ical records rules that tighten internal practices, like
hiding computer screens and not talking in elevators,
and these protections are an improvement over pre-
vious practice, but they are limited.1 Perhaps because
the enabling legislation called for a “standard for pri-
vacy of individually identifiable health information”
and the original final rule in 2000 required patient

informational consent, there is a belief that the De-
partment of Health and Human Services rules pro-
vide strong privacy protections for medical informa-
tion. Unfortunately, that belief is a misconception.2

In fact, the amended final HIPAA rule (for simplici-
ty, hereafter referred to as “HIPAA,” or “the HIPAA
rule”) provides much less privacy than the term “pri-
vacy rule” suggests.

Rather than broadly protecting privacy, the
amended HIPAA rule generally constitutes a disclo-
sure regulation.3 As first issued in August 2002,4 the
HIPAA rule specified how health information may
be used and disclosed, and it only partly keeps med-
ical records confidential. Effective in April 2003, the
federal government gave six hundred thousand “cov-
ered entities”—such as health care plans, clearing-
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houses, and health maintenance orga-
nizations—“regulatory permission to
use or disclose protected health infor-
mation for treatment, payment, and
health care operations” (known as
TPO) without patient consent.5

Some of these “routine purposes” for
which disclosures are permitted are

far removed from treatment. In fact,
“covered entities” and their “business
associates” may share patients’ sensi-
tive personal information for treat-
ment, payment, and health care oper-
ations without the patients’ knowl-
edge, over their opposition, and even
if patients pay for treatment out of

pocket or request the right to be
asked for consent to disclosure of
their medical records.6

Particularly troubling is the gov-
ernmental authorization for covered
entities to use patients’ confidential
health information without their
consent for health care operations
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that are unrelated to payment or
treatment. “Health care operations”
(HCO) include most administrative
and profit-generating activities, such
as auditing, data analyses for plan
sponsors, training of nonhealth care
professionals, general administrative
activities, business planning and de-
velopment, cost management, pay-
ment methods improvement, premi-
um rating, underwriting, and asset
sales—all unrelated to direct patient
care.7 Health care operations also in-
clude some marketing (which other-
wise requires a signed authorization)
and fundraising for the covered enti-
ty.8 As distinguished from “core”
treatment and “routine” payment
purposes, health care operations per-
mit the legal disclosure of informa-
tion that could be inappropriately
used for purposes that patients might
not approve, and thereby may lead to
consequences patients might not like.

In addition, covered entities may
share patient information with mil-
lions of contracted “business associ-
ates” without patients’ consent. Like
covered entities, their business associ-
ates are supposed to keep patient in-
formation confidential.9 But because
amended HIPAA rules permit broad
uses under health care operations and
do not require an audit trail for “rou-
tine” disclosures, there is no way to
monitor whether health information
is shared in ways inconsistent with
contractual requirements or patients’
wishes. Thus, if patients have prob-
lems with employment or insurance
because of unauthorized disclosure of
their health information, the patient
cannot trace the harm to a disclosure
authorized under health care opera-
tions.

The Possible Harm

Confidentiality is at the heart of
the doctor-patient relationship,

and consent is an essential means by
which patients can assure that infor-
mation remains confidential.10 There
is a great need for such assurance be-
cause any problem that could arise
with health disclosures probably will.

As Ted Cooper of Kaiser Permanente
noted in 2000 when he recommend-
ed that HIPAA be “crafted from the
perspective of how we would want”
our family’s health data handled,
“every permutation that can happen
will happen.”11 According to health
attorney James Pyles, “information
such as a name and diagnostic code 
. . . could be enough to derail your
prospects for a loan or a job. You
could be charged higher loan rates or
lose a job because of what’s in your
medical record . . . And it will be im-
possible to prove it was because your
data was shared . . . because there is
no disclosure or audit” trail under
HIPAA.12 Because of the lack of limi-
tations, potentially harmful informa-
tion is likely to be shared in the
course of basic health care operations,
and HIPAA actually facilitates that
sharing, without patient authoriza-
tion, even if other laws might prohib-
it the use of the information.

Pyles’s comments suggest two ex-
amples of possible harm through rou-
tine disclosures under HIPAA. When
sharing health information during
health care operations, HIPAA could
permit an insurer to give data to a
bank it owns, which might then deny
someone a loan on the basis of those
data.13 A cancer drug prescription
from a pharmacy bought by a con-
glomerate that owns a mortgage com-
pany could provide the basis for de-
ciding that a patient who may have a
terminal illness is a bad lending risk,
for example. While some laws protect
against the disclosure of special kinds
of information, such as HIV status,
the lack of a HIPAA audit trail on
routine disclosures means that
HIPAA tends to undercut these re-
strictions.

Health information transmitted
under HIPAA health care operations
rules might also affect job prospects.
HIPAA prohibits covered entities
from disclosing health information
for job-related purposes unless an in-
dividual signs an authorization. But
an employer is not considered a cov-
ered entity unless it self-insures its
health plan, so if the employer is not

self-insured, it is exempt from these
rules. In addition, even in those cases
in which the employer is subject to
these rules, the lack of audit records
means the prohibition may not be en-
forceable. For instance, despite the
HIPAA requirement for a patient’s
written authorization before medical
records can be used for employment
purposes, HIPAA lets self-insured
employers receive employee health
data for utilization review. Thus, a
self-insured employer might legally
obtain information from a physical
exam on an employee without his or
her authorization that reveals the em-
ployee is diabetic. The employer
might then deny that person a pro-
motion to the head of food services.
Or a corporation considering acquir-
ing a pharmacy group could view
member records as part of due dili-
gence, learn that one of its executives
uses an anxiety medication, and de-
cide she is not a good candidate for
chief financial officer. As businesses
learn that health information may be
obtained legally through health care
operations provisions without asking
for authorization, the likelihood of
breaches may increase.

A recent case in California shows
concretely how HIPAA rules may
lead to insurance or job loss. Through
HIPAA procedures permitting—but
not requiring—that therapy notes be
kept separate, a Stanford hospital’s
disclosure of a patient’s psychiatric
records contributed to her losing a
disability complaint. Because HIPAA
does not require that psychiatric notes
be maintained separately from other
medical records, the patient’s therapy
information, scanned and electroni-
cally stored in the hospital’s computer
system with the rest of her medical
records, was released to the disability
insurer against the patient’s wishes—
and despite assurances by her psy-
chotherapist that the notes were being
kept separately and would not be dis-
closed without her consent. The re-
leased information contributed to a
denial of disability insurance benefits
for an unrelated automobile accident,
then to disability discrimination
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when she returned to work, and even-
tually to the loss of her job.14

Misconceptions about
Protection

Medical ethics dating back to the
Hippocratic Oath require con-

fidentiality, and the pre-HIPAA prac-
tice was almost entirely to ask for pa-
tient consent to disclose
information.15 Further, some state
laws and professional codes of ethics
incorporated into state licensing laws
explicitly require confidentiality and
consent to disclose. Nonetheless,
many citizens are not currently so
protected. Most notices of privacy
practices (also known as NPPs)—the
forms handed out at doctors’ offices
that are supposed to explain HIPAA’s
rules—are written as if only the feder-
al requirements (or their deficiencies)
apply to medical information. This is
so even though HIPAA’s rules require
that they incorporate any more strin-
gent standards that may be set out in
state laws.16 As two physicians note,
“in effect the Hippocratic Oath—the
foundation of medical ethics and the
most important of all patients’
rights—has been rescinded by federal
decree.”17 Under HIPAA, physicians
neither need to nor are able to keep
patient information private. More-
over, the absence of a requirement for
obtaining patient consent indirectly
lowers the observance of ethical and
professional standards. Justice Bran-
deis called the government the “om-
nipresent teacher” for good or ill;18

the governmental lesson here is that
patient privacy need not be legally or
ethically protected any more.

Ironically, providers’ misunder-
standing of HIPAA may generate
more privacy protection than the
law’s actual provisions. The 2002
American Medical Association book
on HIPAA says the rule requires “an
initial consent to the provider’s use or
disclosure of PHI [personal health in-
formation] for the purposes of treat-
ment, payment and health care oper-
ations.” Although it mentions that a
“proposed modification would elimi-

nate the need for the initial con-
sent,”19 physicians who read this pas-
sage when consent was still part of the
original final rule might not realize
that the requirement has been
amended away. Many physicians may
yet think mistakenly that HIPAA re-
quires patient consent for using infor-
mation and thus request it of their
patients.20 But consent is now option-
al under the amended rule.

Similarly, administrators may be-
lieve that a HIPAA requirement for
sharing only the “minimum necessary
information” for insurance purposes
may be generalized to all purposes,
including treatment. In fact, medical

providers are exempt from minimally
tailoring treatment disclosures. While
some doctors may still offer or ask for
consent as they traditionally have—
whether for ethical reasons or because
they do not understand that it is now
optional—most HIPAA notices do
not offer the patient a chance to give
consent. As more providers, patients,
and policy analysts recognize that
HIPAA now lacks a patient consent
provision, many will realize some-
thing is seriously awry with the “pri-
vacy rule.”

The notices of privacy practices
that patients receive at initial clinical
encounters contribute to the confu-
sion. While the forms are supposed to
tell patients what rights they have
(such as seeing their records) and
what rights they lack (such as con-
senting or withholding consent for
use and disclosure), the language is
complex, and many patients (and
providers) misread the notices as con-
sent forms. Patients are asked and
sometimes required to sign the forms,
just as they are with consent forms,

and this similarity of process may it-
self confuse patients. But notices of
privacy practices are not consent
forms, and patients may or may not
sign them—in fact, whether patients
sign them has no effect on what hap-
pens to their medical information.21

Oddly—and disturbingly—they are
one of the main features that the
DHHS identifies as protecting priva-
cy: the DHHS asserts that they have
this effect because they are supposed
to encourage physicians and patients
to discuss informational privacy.

In fact, under HIPAA, patients
cannot prevent their information
from being shared by refusing to pro-

vide their signatures or otherwise try-
ing to withhold consent. At most, a
covered entity will agree to a patient’s
request to be asked for his or her con-
sent. Up to 90 percent of providers
offered consent prior to HIPAA,22

and a few providers may still ask pa-
tients for consent, but most providers
do not currently offer the option on
their own for the few patients who
might request it. With so few
providers offering them, patients can-
not secure consent options by moving
to another doctor.

Indeed, there are strong incentives
for providers not to offer consent.
Quite simply, it is easier not to.
Moreover, the license HIPAA gives to
covered entities with “regulatory per-
mission” to use and disclose patient
data without consent is a strong en-
couragement not to seek it. In addi-
tion, providers who offer a consent
option incur legal liabilities of civil
and criminal penalties if consent is
then not obtained or the privacy
promise is violated.23 In an Orwellian
reversal, not offering the consent op-

Ironically, providers’ misunderstanding of

HIPAA may generate more privacy 

protection than the law’s actual provisions.
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tion creates no such obligation. Not
requiring providers to request consent
means that those few patients who
might want to withhold it to protect
or negotiate for their privacy lack the
right and leverage to do so.

Consent is essential to good med-
ical care because the opportunity to
offer or withhold consent provides
patients with a sense of efficacy and
the basic elements of control in re-
ceiving medical care. Commentators
sometimes dismiss consent as a use-
less privacy protection. However, the
problem is typically not with consent
per se, but with the way it is present-
ed. If it is forced, or if it is a merely
pro forma option, then it accomplish-
es little. The challenge is to make the
consent decision and process an inte-
gral part of all treatment and infor-
mational relationships.24

When patient consent was re-
quired in the original final rule, cov-
ered entities could refuse treatment,
except in emergencies, to patients
who declined to sign a consent form.
Now, if patients refuse to sign the
“privacy notice,” they can still get
treatment. However, some health
plans may mistakenly refuse to treat
those declining to sign,25 or they may
set up computer procedures that re-
quire HIPAA acknowledgement be-
fore being able to sign in. Although
signing the privacy notice is without
legal consequence, providers who
mistakenly withhold treatment from
patients who do not sign it under-
mine a major purpose of HIPAA—
namely, to facilitate patient care.

Physicians’ Concerns about
Medical Privacy

National surveys show that both
doctors and patients question

HIPAA’s benefits for medical privacy.
Doctors, in particular, recognize
problems with the HIPAA rule. Ac-
cording to a survey conducted in
2005 by Julia Slutsman and col-
leagues, “Most physicians . . . believe
that the privacy rule does not im-
prove the protection of confidential
health information.”26 While most

physicians felt that some HIPAA pro-
visions would “somewhat or greatly”
“improve privacy protections,” the
majority did not think either the no-
tice provision (64.2 percent) or priva-
cy officers (60.3 percent) would im-
prove protection of health informa-
tion.27 Although one quarter felt that
a violation of medical records privacy
was a “very serious problem,” less
than a quarter (22.8 percent) agreed
that the privacy rule would help them
“maintain the confidentiality of pa-
tients’ medical records.” In fact, near-
ly half (45.4 percent) disagreed.

Two-thirds of physicians reported
that written patient authorization for
“nonroutine” uses of confidential pa-
tient information (other than in
“treatment, payment, and health care
operations”) will “greatly” or “some-
what” improve privacy protection. In
fact, the HIPAA requirements for a
written authorization for uses in mar-
keting, employment, or insurance
give patients the control that the tra-
ditional practice of requesting con-
sent provides. The authors found
these results “contradictory.” Most
physicians believe that the privacy
rule does not improve the protection
of confidential health information,
yet many feel specific requirements
will improve privacy protection.
What is going on here?

Physicians’ perception that the pri-
vacy rule will not greatly improve pri-
vacy protections may stem partly
from a belief that their “ethical and
professional obligations, not regulato-
ry mandates, assure patients’ privacy
and confidentiality.”28 Indeed, be-
cause the final HIPAA rule was
amended in 2002 to remove patients’
right to consent, only the ethical re-
sponsibilities of conscientious physi-
cians and some state laws may keep
patient information confidential. On
the other hand, physicians’ ethics will
be severely tested when they want to
promise confidentiality, but their em-
ployers, regulatory bodies, or insurers
insist on access to patients’ health
data. In short, physicians can neither
readily adhere to professional ethics
nor promise confidentiality to their

patients. More physicians will essen-
tially have to offer not promises of
confidentiality, but warnings, a la
Tarasoff or Miranda, that what pa-
tients tell their doctors “may be used
against them.”29

Patients’ Concerns about
Medical Privacy

How concerned are patients about
their medical privacy? And how

many have had their medical infor-
mation accessed inappropriately and
have suffered because of it? Also, how
many people are so concerned about
threats to their medical privacy that
they forgo medical treatment? As the
Supreme Court noted in Jaffe v. Red-
mond, concern and suspicion about
the possibility of losing confidentiali-
ty, especially for mental health care,
can deter patients from sharing infor-
mation with providers—or even seek-
ing care in the first place—as effec-
tively as actual breaches. As more
people become aware that they do
not control their medical information
under HIPAA, the number avoiding
treatment is likely to grow.

Public opinion surveys since the
1990s have found high levels of con-
cern about medical privacy. In a 1993
Harris poll, 85 percent believed pro-
tecting the confidentiality of medical
records was either “absolutely essen-
tial” or very important in any health
care reform. In a 1994 Wirthlin sur-
vey, 83 percent of the public held that
“any provider,” including “a doctor,”
should need patient approval to send
to an outside organization any diag-
nosis or treatment information. A
2002 Johns Hopkins University study
found that 85 percent of respondents
opposed employer access to genetic
information.30 In short, the public
thinks their own physicians need pa-
tient approval to use their medical
records, even for treatment.

A 1999 California HealthCare
Foundation (CHCF) study found
that one in seven patients (15 percent
nationally) was taking at least one of
six possible measures to hide informa-
tion from their providers, including
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going to different doctors or paying
out of pocket.31 A 2005 follow-up
that asked only four of those six ques-
tions found one in eight patients (13
percent on average) were practicing
“privacy-protective behaviors.”32 If all
six questions had been repeated,
about 20 percent to 22 percent would
have indicated that they pursued pri-
vacy protective behaviors.33 In short,
the proportion acting on their con-
cerns about the loss of medical priva-
cy has grown significantly in half a
decade.

The Magnitude of the Harm

While about one third of respon-
dents (36 percent) in the 1999

CHCF study were concerned that
health claims information provided to
insurers might be used by employers
“to limit job opportunities,” the 2005
percentage rose to over half (52 per-
cent).34 The 1999 CHCF study
found that 17 percent had experi-
enced a breach of their health priva-
cy—6 percent by a hospital or clinic,
and 6 percent by an employer. The
2005 survey shows that one quarter of
respondents (23.5 to 28 percent) “are
aware of . . . specific incidents where
the privacy of people’s personal infor-
mation was compromised.”

The national CHCF surveys indi-
cate that about a tenth had their hos-
pitals or employers share information
inappropriately. Some feel they have
lost a job or insurance because of
these breaches. These CHCF figures
provide evidence that a significant
number of patients are changing their
treatment behavior because of con-
cerns that their health privacy is not
protected. Though the DHHS Office
for Civil Rights has received twenty
three thousand complaints about pri-
vacy violations35—including 5,648 in
just the first year of its operation
(2003-2004)—most have been dis-
missed for being outside HIPAA
rules.36

Privacy protections are needed be-
cause confidentiality is essential for
patients to safely share their health in-
formation with physicians who keep

medical records on an electronic sys-
tem. As more patients (and doctors)
discover that they have no right under
the HIPAA rules to give or withhold
consent in controlling their health in-
formation, the proportion not provid-
ing full medical details will increase. If
the problem gets bad enough that
physicians are forced to diagnose
without full patient information and
to practice more defensive medicine,
then medical mistakes and health care
costs will rise. Physicians who share
patients’ concern about privacy may
also omit information from patient
records. Further, physicians may feel
driven to substitute costly diagnostic
testing to identify information that
patients would freely share if they felt

their privacy would be protected.
There are few clearer examples of the
information processing cliché,
“garbage in, garbage out,” than an
electronic health system that is based
on incomplete or censored patient
data.

Problems Doctors Face

Physicians have increasing difficul-
ty maintaining patient confiden-

tiality under the HIPAA rules. Three
non-HIPAA cases point to the prob-
lems that patients and providers face
when health information is not pro-
tected by patients’ right to consent
under state or national law. In 1999,
Dr. Sheila Horn was fired after refus-
ing to share confidential patient infor-
mation with her employer, The New
York Times Company, even though
her state medical society indicated she
had an ethical obligation to her pa-

tients not to do so. A New York ap-
pellate court decided in her favor that
she was required to follow medical
ethics of confidentiality, but the State
Supreme Court ruled that as an em-
ployee she could still be fired at will.
(The New York Times Company had
said she was released after a restruc-
turing of its medical department.)37

Another case of compromised con-
fidentiality concerns Harold Eist, a
psychiatrist in Maryland, whose con-
fidential patient records have been re-
peatedly demanded by the Maryland
State Board of Physicians in response
to a third-party complaint despite the
adamant opposition of the patient, a
peer review that found the third-party
allegations against Dr. Eist without

merit, and four court decisions sup-
porting Dr. Eist’s position in defense
of medical privacy.38 The board still
maintains that it can compel Dr. Eist
to disclose the patient’s entire medical
record and that Dr. Eist should be
punished for his lack of speedy coop-
eration.

Even Dr. Daniel Shrager’s success-
ful protection of patient privacy re-
veals the pressures on physicians to
share confidential patient data.39 In
this situation, Magellan Behavioral
Health threatened to remove Shrager
from its provider panel if he did not
turn over confidential psychiatric pa-
tient data. Shrager won, although
HIPAA rules permit sharing patient
information with oversight and panel-
ing agencies that demand medical
records. At the very least, the case
shows that physicians’ careers and pa-
tients’ health secrets are increasingly at

A 1999 study found that one in seven patients

was taking measures to hide information from

their providers, including going to different

doctors or paying out of pocket.
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risk, and that defending them is cost-
ly.

Moreover, the official evaluations
of the HIPAA rule miss the threats
that providers, patients, and their
records face. For example, a Govern-
ment Accountability Office report in
2004 concluded that implementation
of the privacy rule has not hindered
the provision of health care.40 Also in
2004, the DHHS Office for Civil
Rights found that, of three thousand
complaints about privacy violation
lodged under HIPAA, only 259 were
valid, and it levied no fines. More
than a third (35.3 percent) of the
complaints alleged violations that the
Office for Civil Rights held were “not
prohibited by the Privacy Rule,” such
as lack of a consent provision for use
of confidential information.

In fact, in addition to the DHHS
Office of Civil Rights finding that the
denial of patient consent is not an ap-
propriate criterion for complaints, the
Department of Justice ruled that em-
ployees who violate the “privacy” rule
do not implicate the covered entity if
the individuals are not acting in offi-
cial capacities. For instance, in 2004,
a Seattle hospital employee who stole
patient information to obtain fraudu-
lent credit cards and goods was sen-
tenced to sixteen months in prison.
The Justice Department, however,
ruled that criminal penalties only
“apply to insurers, doctors, hospitals
and other providers—but not neces-
sarily their employees or outsiders
who steal personal health data.”41 In
short, the law does not necessarily
cover the misdeeds of people who
work for a covered entity because only
covered entities themselves can be
prosecuted under HIPAA.

Both the GAO report and the Jus-
tice Department interpretations ig-
nore the numerous complaints about
the lack of consent in the HIPAA reg-
ulations. In a medical catch-22,
breaches of confidentiality from lack
of consent are not breaches of
HIPAA, and hence are not violations.
The traditional confidentiality of doc-
tors’ and patients’ relationships now
survives mostly on the strength of

ethical norms and misperceptions
about the law. The reality is that
physicians cannot promise confiden-
tiality, and patients are unable to con-
sent or withhold permission for use of
their confidential health information.
Nor can patients complain effectively
when they discover that their wishes
are ignored. Patients’ most important
concerns—about having some say in
the use of their records—are neither
part of the HIPAA rules nor subject
to investigation by the Office for Civil
Rights. In effect, HIPAA functions as
a Trojan horse in breaching the edifice
of medical confidentiality: it erodes
ethics and lulls doctors and patients
into thinking they have privacy pro-
tections.

Actual protections are increasingly
limited, as this comment from an
American Hospital Association
spokesman revealed: “our national
healthcare system can no longer be-
guile itself with the myth that quality
care involves only one doctor and one
patient alone in a room where confes-
sions are made and promises are kept.
. . . A visit to a physician may be the
point of entry into the system for a
given episode of illness, but it con-
torts the process and potentially un-
dermines the quality of care to pre-
tend that an institution can be re-
duced to a personification of the se-
cret-protecting family doctor.”42 Sim-
ilarly, the Justice Department wrote
in a 2004 brief: “there is no federal
common law” protecting “physician-
patient privilege,” and in modern
medical practice, “[I]ndividuals no
longer possess a reasonable expecta-
tion that their histories will remain
completely confidential.”43 If there is
any hope to be found, it is that this
detrimental state of affairs will give
patients, doctors, and policy-makers
an impetus to push for improvement
in privacy protections.

On the one hand, patients may
refuse to disclose important but em-
barrassing information because their
providers cannot guarantee privacy.
On the other hand, physicians may
have to require more tests, or play cat
and mouse with patients to get more

information. Some providers may
simply ask less and instead try to fig-
ure out histories and diagnoses by in-
ference.44 Providers may also omit or
mislabel information in patients’
records.

The ethics and effectiveness of
medical care are at risk. As physicians
and patients learn that they are losing
their autonomy, their control over
their relationship, and the confiden-
tiality of their most private informa-
tion, ethical and practical dilemmas
will abound. The tensions in the
Slutsman study findings reflect physi-
cians’ recognition that HIPAA does
not protect patient privacy; indeed, it
weakens their ability to maintain con-
fidence and respect professional
norms.45

As Ascher et al. noted, the purpose
of patient informational consent is
“the same as the purpose behind in-
formed consent for treatment: to
show respect for patient autonomy by
informing the patient of the risks and
benefits, and allowing the patient to
make informed decisions” about the
risks and benefits of sharing health in-
formation.46 Although some states
provide more stringent laws that pre-
empt HIPAA, the federal “privacy
rule” incentives not to offer patient
consent undermine traditional ethical
and legal protections.

Even HIPAA Protections Could
Be Diluted

One rationale for passage of
HIPAA was that enacting a sin-

gle, common rule for respecting the
privacy of medical records would fos-
ter “administrative simplification” (45
CFR 160-164) and promote the
computerization of health informa-
tion. In actuality, HIPAA’s lack of pri-
vacy protections undermines these ef-
ficiency goals, since if patients decide
not to disclose potentially detrimental
information, health care costs will
rise. The transition to electronic med-
ical records will not be successful un-
less respect for medical privacy is as-
sured. Yet recent Bush administration
calls to reduce health costs by pro-
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moting electronic medical records still
overlook this reality.47

Although electronic record-keep-
ing can be valuable in preventing er-
rors and computer systems can be
made more secure by setting up mul-
tiple levels of access and permission,
computers also make privacy breaches
much easier and significantly more
consequential. For instance, it is easi-
er—appropriately or not—to send
entire medical records at the click of a
mouse than to copy and mail a large
paper record. Computerization also
allows sensitive information to be sent
to numerous destinations as easily as
to any one.

In addition, some groups are lob-
bying to turn what is called the
HIPAA “floor” of minimal protec-
tions into a “ceiling”—setting the
maximum standards—by removing
patient consent requirements from
stricter state laws, including those in-
corporating professional codes of
ethics and conduct.48 The proposed
alternative would replace the state
protections with provisions that facil-
itate “interoperable” sharing of health
data without consent.49

For instance, the Health Informa-
tion Technology Promotion Act of
2006 (H.R. 4157), a bill concerning
electronic medical records that is sup-
ported by the health care industry,
lacks any consent provisions. Earlier
versions proposed that the DHHS
secretary be authorized to remove
HIPAA’s preemption of more strin-
gent state privacy laws, but that pro-
posal has been modified. H.R. 4157
also authorizes a “National Coordina-
tor for Health Information Technolo-
gy” to set up a health surveillance
databank system. The House of Rep-
resentatives passed the bill in July
2006.

In the Senate, the proposed Wired
for Health Care Quality Act (S. 1418)
provides for the development of stan-
dards for a national, interoperable
electronic medical records system.
But, like its House counterpart, it
does not recognize or preserve the
right to health information privacy,

nor does it include a provision for pa-
tient consent.

In short, even more than HIPAA,
H.R. 4157 and S. 1418 would create
a system in which, at the behest of
covered entities, patients and
providers would have virtually no
health information privacy rights, and
physicians would be even less able to
guarantee patient privacy or to adhere
to the principles of medical ethics en-
suring confidentiality.

What Can Be Done?

Conscientious and cost-conscious
legislators and administrators

need to recognize that the price of
providing privacy protections is a
comparatively small part of the health
care system’s overall costs and is less

than the expense generated by the pri-
vacy protective behavior to which pa-
tients resort when they feel their pri-
vacy is threatened. In particular, ob-
serving the ethical principle of patient
consent to disclosure would be rela-
tively inexpensive and cost effective.
The American Hospital Association
has estimated that only $101 million
of the $22.5 billion cost of complying
with HIPAA over five years50 was at-
tributable to asking privacy consent,
as required by the original final rule.51

In short, for less than one-half percent
of HIPAA’s costs, the right to consent
could have been preserved,52 so restor-
ing the consent provisions to the
HIPAA process and forms would be
cost effective.

Besides adding a consent provi-
sion, three other changes would im-

prove HIPAA. First, the DHHS—es-
pecially its Office for Civil Rights—
and state governments should require
that notices of privacy practices incor-
porate more stringent state laws on
confidentiality and consent into their
texts and protections. Second, the
DHHS and its Office for Civil Rights
should enforce HIPAA’s provisions,
including those requiring that state
confidentiality laws be incorporated
into notices of privacy practices. Cur-
rently, violations of HIPAA have no
negative consequences.53 Third, audit
trails (especially under “health care
operations”) should be incorporated
into HIPAA rules for uses and disclo-
sures so that breaches can be traced.

A constitutional challenge in Citi-
zens for Health et al. v. Leavitt sought
to have the omission of patient con-

sent from the amended HIPAA rule
declared unconstitutional. The suit
argued for recognizing protection of
health privacy and patient consent to
be fundamental constitutional rights,
as identified in the Supreme Court’s
Ferguson v. City of Charleston decision,
which stated, “the reasonable expecta-
tion of privacy enjoyed by the typical
patient undergoing diagnostic tests in
a hospital is that the results of those
tests will not be shared with nonmed-
ical personnel without her consent.”54

Citizens asked the Court to find the
HIPAA rule in violation of medical
privacy under the Fifth Amendment
right to liberty and First Amendment
right to private communications by
holding that HIPAA impinges on
health privacy as a constitutional
right. The suit’s twenty plaintiffs

Observing the ethical principle of patient 

consent to disclosure, as required by the 

original final rule, would be relatively 

inexpensive and cost effective.



sought reinstatement of the original
final version of the rule, which re-
quired that patients be asked for their
consent. The challenge has so far
been unsuccessful.55

There are other fronts, however.
Congress should incorporate a pa-
tient consent provision into any legis-
lation on electronic health informa-
tion. Citizens can contact Congress
to insist on the inclusion of privacy
protections and consent provisions in
bills like H.R. 4157 and S. 1418.56

The media—especially the medical
and national press—should illumi-
nate the significance of confidentiali-
ty and consent and educate the pub-
lic and leaders about the detrimental
consequences of the current “privacy”
rule. Powerful medical groups like
the American Medical Association57

and the American Psychological As-
sociation, acting as advocates in Con-
gress and amici curiae in the Courts,
should insist that confidentiality and
consent be restored to HIPAA, both
for ethical and for practical reasons.

In short, professional ethics, re-
sponsibilities, and goals mandate that
medical providers and organizations
support restoring patient informa-
tional consent to the HIPAA rules
and electronic medical records laws.
The courts and legislatures should
also support patient privacy by re-
quiring that HIPAA and electronic
medical records bills incorporate the
fundamental principles of medical
confidentiality and patient consent
into their provisions. These laws and
rulings will benefit both the well-
being of individual Americans and
the health of the body politic by sus-
taining the fundamental rights to
confidentiality and consent that un-
dergird quality medical care.
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